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I. FCC FORM 477 CALLS FOR DETAILED INFORMATION 

ABOUT SERVICE PROVIDERS' BUSINESS AT A HIGHLY 
GRANULAR LEVEL 

The Federal Communications Commission ("FCC") established Form 477, its "Local 
Telephone Competition and Broadband Reporting Form," in Local Competition and Broadband 
Reporting, CC Docket 99-301, Report and Order, 15 F.C.C.R. 7717 (2000) {"Report and Or- 
der"). Its purpose is to gather information relevant to two separate, but related, FCC objectives 
— the deployment of broadband service and the development of local telephone competition. 
The form must be filed annually by providers of broadband service and providers of local tele- 
phone service, whether the services are offered over telephone wires, cables, optical fibers, or 
fixed or mobile wireless connections. Extremely detailed information must be submitted on this 
form concerning the filer's operations, technologies, and customers, zip code by zip code, wher- 
ever the filer does business. 

The FCC recognized when it adopted the Form 477 requirement that the information it 
was seeking was highly sensitive commercial information that companies generally would not 
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reveal publicly, and it took steps to protect the confidentiality of the data received. See, e.g., id. 
at 7759. Accordingly, when the FCC's Wireless Telecommunications Bureau ruled on the plain- 
tiff's FOIA request, it found that the entire database of Form 477 information, as well as the as- 
sociated documentation, constituted "commercially sensitive, competitive information" that a 
filer would "customarily guard . . . from [its] competitors." See FCC September 26 Letter, at 3 
(submitted as an attachment to the January 8 WCA Motion to Intervene). The FCC further found 
that 

[RJelease would harm [filers'] competitive interests by revealing to 
competitors their market strategies, their customer identities and 
counts and where they have deployed their services. For example, 
competitors could use this data to decide where to target their ser- 
vice offerings, facilities construction, and marketing, all to the det- 
riment of Form 477 filers. For these reasons, we conclude that the 
requested data is protected against disclosure pursuant to FOIA ex- 
emption 4. 

Id. 

The FCC requires the annual filing of Form 477 by three classes of providers: "Facili- 
ties-based Providers of Broadband Connections to End User Locations," "Providers of Wired or 
Fixed Wireless Local Telephone Services," and "Providers of Mobile Telephony Services." The 
specific definitions for these classes of providers, including various thresholds for the obligation 
to file, are included in the Instructions for Local Telephone Competition and Broadband Report- 
ing Form (FCC Form 477) ("Instructions"), available at <http://www.fcc.gov/Forms/ 
Form477/477instr.pdf>, a copy of which was submitted as an attachment to WCA's Answer on 
January 8. For providers falling within the specific definitions, including the thresholds con- 
tained therein, filing the form is mandatory. Nevertheless, the FCC also encourages providers 
who are below the mandatory filing thresholds to file the form voluntarily. Report and Order, 15 
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F.C.C.R. at 7760 ("We also, as part of this information collection, encourage service providers 
that are below the reporting thresholds to report data on a voluntary basis."). 

The form itself is an Excel spreadsheet reporting a filer's service statistics for a single 
state. A blank copy of the Local Telephone Competition and Broadband Reporting Form, Form 
477, available at <http://www.fcc.gov/Forms/Form477/477.xls>, was submitted as an attach- 
ment to the WCA Motion to Intervene on January 8. The form consists of the following ele- 
ments: Cover Page; Part I (Broadband); Part II (Wireline and Fixed Wireless Local Telephone); 
Part III (Mobile Local Telephone); Part IV (Explanations and Comments); and Part V (Zip Code 
Listings). A summary description of who must complete these sections, and the information that 
must be supplied in each section, follows. 

Cover Page : All filers must complete the cover page. Items 1-7 concern identifying in- 
formation about the filer and submission. Item 8 is a "checkbox" allowing the filer to "request 
non-disclosure of some or all of the information in this file because you believe that this informa- 
tion is privileged and confidential and public disclosure of such information would likely cause 
substantial harm to the competitive business of the filer." 

Part I (Broadband) : The first portion of Part I, designated Part I-A, must be completed by 
filers who "provide one or more lines or wireless channels in the state that connect end users to 
the Internet at information transfer rates exceeding 200 kbps in at least one direction." Part I-A 
requires a breakdown by technology (nine specific types, followed by "all other technologies") 
of: (a) the total number of broadband connections to end users; (b) the percentage of such con- 
nections provided to residential end user premises; (c) the percentage of such connections pro- 
vided over the filer's own local loop facilities or wireless equivalent; (d) the percentage of such 
connections billed to end users by the filer (or its affiliates or agents); (e) the percentage of such 
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connections that have information transfer rates exceeding 200 kbps in both directions provided 
to residential end user premises; and (f-j) the percentage of such connections that have informa- 
tion transfer rates exceeding 200 kbps in both directions that have information transfer rates in 
the faster direction of, respectively, 200 kbps-2.5 Mbps, 2.5-10 Mbps, 10-25 Mbps, 25-100 
Mbps, and 100 Mbps or greater. Filers completing Part I-A must further break down their cover- 
age for each of the ten technology categories by individual zip code, in Part V. 

The second part of Part I, designated Part I-B, must be completed by incumbent local ex- 
change carriers ("ILECs") or cable systems that reported connections in Part I-B that were pro- 
vided by xDSL or cable modem technologies, respectively. Part I-B requires reporting of the 
filer's "best estimate of the residential end user premises in your service area, in this state, to 
which your broadband connections could be provided using installed broadband facilities." 

Part II (Wireline and Fixed Wireless Local Telephone) : This part of the form must be 
completed by filers who have provided one or more voice-grade-equivalent wire lines or wireless 
channels used for local exchange or exchange access (i.e., telephone service). It requires the filer 
to state: the total number of lines and channels provided to end users for voice telephone ser- 
vice; the total number of lines and channels provided to unaffiliated communications carriers for 
voice telecommunications service (broken down into two subcategories); and the total number of 
lines and channels constituting unbundled network element loops provided to unaffiliated com- 
munications carriers (broken down into two subcategories). Each of these numbers must also be 
subcategorized by reporting the percentage of lines and channels meeting nine specific condi- 
tions. In addition, filers reporting any lines and channels voice telephone provided to end users 
for voice telephone service must further break down the number of lines and channels by indi- 
vidual zip code, in Part V. 
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Part III (Mobile Local Telephone) : Part III must be completed by filers who serve one or 
more mobile voice telephony subscribers over the filer's own facilities. The filer must report the 
total number of such subscribers served and the number served that are directly billed or prepaid 
subscribers of the filer (i.e., not subscribers of a reseller). 

Part IV (Explanations and Comments) : Part IV is a space for comments or explanatory 
notes. 

Part V (Zip Code Listings) : Part V must be completed by filers who completed Part I-A 
or Part II. It requires a breakdown of certain numbers reported in those Parts by zip code, as 
previously described. 

Many members of WCA, which is an association representing the wireless broadband in- 
dustry, provide broadband services, including high-speed internet connections and telephone ser- 
vices. As a result, those member companies are required to file Form 477 annually, disclosing 
the details of their business operations, their customer locations, and their technology deploy- 
ment to the FCC. Essentially all WCA members filing Form 477 must complete Part I-A and 
Part V because they provide broadband services. WCA members who provide some or all of 
those broadband services via their ILEC or cable television facilities must also complete Part I- 
B. WCA members who provide wireline or fixed wireless local telephone service must complete 
Part II and Part V. WCA members who provide mobile wireless local telephone service must 
complete Part III. 

II. ALL OF THE FORM 477 INFORMATION BEYOND THE COVER 
PAGE IS PROTECTED FROM DISCLOSURE BY EXEMPTION 4 

The FCC correctly concluded that the information in its Form 477 database was protected 
from disclosure by FOIA Exemption 4, 5 U.S.C. § 552(b)(4). The Court of Appeals has made 
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clear that Exemption 4 prevents disclosure of information that meets the criteria for being con- 
sidered both "commercial" and "confidential." Baker & Hostetler, LLP v. Department of Com- 
merce, 2006 U.S. App. Lexis 31454, *14 (D.C. Cir. Dec. 22, 2006). All of the information called 
for on FCC Form 477 after the cover page is "obtained from a person" and is both "commer- 
cial" and "confidential," and is therefore protected from disclosure by Exemption 4. 

A. The Information Is Commercial 

Under the law of this Circuit, commercial information, for purposes of Exemption 4, in- 
cludes information that "reveal[s] basic commercial operations ... or relate[s] to the income- 
producing aspects of a business." Public Citizen Health Research Group v. FDA, 704 F.2d 1280, 
1290 (D.C. Cir. 1983). Information also is considered commercial "when the provider of the in- 
formation has a commercial interest in the information submitted to the agency." Baker & 
Hostetler, 2006 U.S. App. LEXIS 31454 at *16 {citing National Association of Home Builders v. 
Norton, 309 F.3d 26, 38-39 (D.C. Cir. 2002)). The Court explained that the "commercial inter- 
est" test covered information that could, if disclosed, affect the "commercial fortunes" of the fil- 
ers, citing Critical Mass Energy Project v. Nuclear Regulatory Commission, 830 F.2d 278, 281 
(D.C. Cir. 1987) (Critical Mass I), or that "reflect the commercial strengths and challenges" of 
filers, describe market conditions, and, if disclosed, "would help rivals to identify and exploit 
those companies' competitive weaknesses." Baker & Hostetler, 2006 U.S. App. Lexis 31454 at 
* 16-17. 



FOIA defines a "person" to include "an individual, partnership, corporation, association, 
or public or private organization other than an agency." 5 U.S.C. § 551(2); see Grumman Air- 
craft Engineering Corp. v. Renegotiation Board, 425 F.2d 578, 582 n.18 (D.C. Cir. 1970). Form 
477 is filed by such "persons," so all information reported on the form is "obtained from a per- 
son." 
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From an examination of what the form requires (as summarized at length in Section I 
above) under these standards, it is readily apparent that all of the information called for by Part I, 
Part II, Part III, and Part V is commercial, and that information supplied in Part IV to supplement 
or explain information in these parts is also commercial under both of the tests employed by the 
courts. Under Public Citizen Health Research Group, all of the information in Parts I- III would 
be deemed commercial because it directly relates to the income -producing aspects of a filer's 
business — numbers of lines, percentage of lines serving residences, bandwidths of lines, tech- 
nologies employed, total subscribers served vs. number of subscribers billed directly (i.e., direct 
customers, not served by resellers), percentage of residences in the service area that can be 
served from existing facilities. Moreover, the breakdown of such information to the highly 
granular level of individual zip codes in Part V turns the data into a detailed map of the filer's 
basic commercial operations. 

The same mass of data also qualifies under the Critical Mass I "commercial interest" test. 
The facts and figures whose disclosure is sought clearly describe the relative strengths and weak- 
nesses of the filers' business operations, describe market conditions, and would, if disclosed, 
help competitors scope out and exploit a filer's weaknesses. 

B. The Information Is Confidential 

This Circuit's controlling case on whether information is "confidential" for purposes of 
Exemption 4 is National Parks and Conservation Association v. Morton, 498 F.2d 765, 770 
(D.C. Cir. 1974), in which the Court of Appeals stated, "commercial or financial matter is 'con- 
fidential' for purposes of the exemption if disclosure of the information is likely to have either of 
the following effects: (1) to impair the Government's ability to obtain necessary information in 
the future; or (2) to cause substantial harm to the competitive position of the person from whom 
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the information was obtained." Accord Judicial Watch v. Food and Drug Administration, 449 
F.3d 141, 148 (D.C. Cir. 2006); Critical Mass Energy Project v. NRC, 975 F.2d 871, 878 (D.C. 
Cir. 1992) (en banc) (Critical Mass III). When the information submission is mandatory, the 
second criterion — likely to cause substantial competitive harm — typically has the greatest 
weight. Critical Mass III, 975 F.2d at 878. When the filing is voluntary, on the other hand, the 
interest of the Government in encouraging such submissions tends to be the critical factor. Id. 

The Form 477 filing requirement applies only to providers meeting specified criteria, but 
the FCC encouraged providers below the applicable threshold to file voluntarily, as well. Report 
and Order, 15 F.C.C.R. at 7760. Thus, most Form 477 filings are mandatory, but there may also 
be some voluntary filers of Forms 477 as well. As a result, WCA will examine the application of 
both criteria for determining whether the filings were confidential. 

The involuntary filers were required to, and did, submit data that meets the test for confi- 
dentiality. All of the information at issue — i.e., everything beyond the Cover Page — is infor- 
mation that reveals a provider's service strategy, the nature of its customer base, the technology 
it uses, its level of deployment, and other closely guarded facts about its ability to compete. This 
is the type of information that is not ordinarily revealed publicly by competitive firms on a state- 
by-state or even more granular zip code -by-zip code basis. The disclosure of this information 
would unquestionably provide a competitor (or a prospective competitor) with an extremely 
valuable window into a given filer's strengths and weaknesses and would suggest ways for a 
competitor to forestall the filer's growth plans or to anticipate the filer's competitive strategies. 
Under these circumstances, WCA submits, the disclosure of this information would likely cause 
substantial competitive harm to the filers, and the information should be deemed confidential. 
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The same analysis applies equally to voluntary filers, but the disclosure of their filings 
would also have the adverse consequence of making future voluntary filings much less likely to 
occur, which would harm the FCC's ability to obtain such information voluntarily. As a result, 
the Critical Mass III line of cases would dictate classifying the information as confidential. 

Because the information contained in the Forms 477 (other than the Cover Pages) is both 
commercial and confidential, all such material is protected from disclosure by Exception 4. Ac- 
cordingly, the FCC properly denied the FOIA request. In considering the matter de novo, the 
Court should reach the same conclusion and deny the Complaint. 

III. DISCLOSURE IS BARRED BY THE TRADE SECRETS ACT 

The Trade Secrets Act, 18 U.S.C. § 1905, makes it unlawful for a government agency or 
employee to 

publish[], divulge[], disclose[], or make[] known in any manner or 
to any extent not authorized by law any information coming to him 
in the course of his employment or official duties or by reason of 
any examination or investigation made by, or return, report or re- 
cord made to or filed with, such department or agency or officer or 
employee thereof, which information concerns or relates to the 
trade secrets, processes, operations, style of work, or apparatus, or 
to the identity, confidential statistical data, amount or source of any 
income, profits, losses, or expenditures ... [of any person or cor- 
poration] . 

The governing law in this Circuit is that "Trade Secrets Act protections are at least co-extensive 
with the protections afforded under FOIA Exception 4." Diamond Ventures, LLC v. Barreto, 
452 F.3d 892, 901 (D.C. Cir. 2006) (citing McDonnell Douglas Corp. v. Department of the Air 
Force, 375 F.3d 1182, 1185 (D.C. Cir. 2004) and CNA Financial Corp. v. Donovan, 830 F.2d 
1132, 1151 (D.C. Cir. 1987)). Thus, "whenever a party succeeds in demonstrating that its mate- 
rials fall within Exemption 4, the government is precluded from releasing the information by vir- 
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tue of the Trade Secrets Act." McDonnell Douglas Corp. v. Widnall, 57 F.3d 1162, 1164 (D.C. 
Cir. 1995). 

WCA has shown above that the Form 477 filings, and the data contained therein, are pro- 
tected by Exemption 4. The Plaintiff has not demonstrated that the release of this information is 
otherwise "authorized by law." As a result, it would be unlawful for the Court to order the re- 
lease of the requested data. 

CONCLUSION 

For the foregoing reasons, the WCA Motion for Summary Judgment should be granted 
and the Complaint should be denied. 

Respectfully submitted, 

/s/ Mlckd DmA UMU/** 
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Washington, D.C. 20037 
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msullivan @ wbklaw. com 
DC Bar #256142 

Counsel for Wireless Communications 
Association International 

January 20, 2007 
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